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EVOLVING DUTIES OF FAMILY LAW ATTORNEYS RE INFORMATION
TECHNOLOGY, ELECTRONIC EVIDENCE [ESI], AND CYBER SECURITY

I. CALIFORNIA ELECTRONIC DISCOVERY ACT [JUNE 29, 2009]
[Amended 2012, effective June 1, 2013]

A. California modeled its electronic discovery act to conform with mostly
parallel provisions in the 2006 Amendments to the Federal Rules of Civil Procedure.

1. Electronic discovery is covered in Code of Civil Procedure
sections 1985.8, 2016.020[ESI], 2031.030, 2031.060, 2031.280, 2031.285, 2031.310, and
2031.320.

2. The scope of discovery is set forth in Code of Civil Procedure
section 2031.010.

3. Mandated early meet and confer requirement is contained in
California Rules of Court, Rule 3.724.

4. The form of production of ESI is referenced in Code of Civil
Procedure sections 2031.030(a)(2) and 2031.280(c); 1985.8.

II. STATE BAR OF CALIFORNIA STANDING COMMITTEE ON
PROFESSIONAL RESPONSIBILITY AND CONDUCT; ABA MODEL RULES OF
PROFESSIONAL CONDUCT 

A. State Bar Formal Opinion 2015-193: What are an attorney’s ethical duties
in the handling of discovery of electronically stored information? (attached hereto as Exhibit 1)
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1. This important opinion interprets Rules 3-100 and 3-110 of the
Rules of Professional Conduct of the State Bar of California, Business and Professions Code
6068e, and Evidence Code sections 952, 954, and 955.

B. State Bar Formal Opinion 2010-179: Does an attorney violate the duties of
confidentiality and competence he or she owes to a client by using technology to transmit or store
confidential client information when the technology may be susceptible to unauthorized access
by third parties? (attached hereto as Exhibit 2)

C. Electronic Ethics: Lawyers’ Ethical Obligations in a Cyber Practice,
Georgetown Journal of Legal Ethics, 29 GEO.J Legal Ethics 1237 (Fall, 2016). (attached hereto
as Exhibit 3)

D. ABA Model Rules of Professional Conduct

1. ABA Model Rules of Professional Conduct 1.1: [An attorney] shall
provide competent representation to a client. Competent representation requires the legal
knowledge, skill, thoroughness and preparation reasonably necessary for the representation. 

2. ABA Model Rules of Professional Conduct 1.6(c): Attorneys have
an affirmative duty to make reasonable efforts to prevent the inadvertent or unauthorized
disclosure of, or unauthorized access to information relating to the representation of a client.

3. Comment 8, ABA Model Rule 1.1: Competent representation is
defined as “to maintain the requisite knowledge and skill, [an attorney] should keep abreast of
changes in the law and its practice, including the benefits and risks associated with relevant
technology.” 

4. Comment 6, ABA Model Rules of Professional Conduct 1.6(c):
Attorneys have an affirmative duty to “make reasonable efforts to prevent the inadvertent or
unauthorized disclosure of, or unauthorized access to, information relating to the representation
of a client.”

5. Cyber Security Consequences for the Law Firm and the Case: ABA
Commission on Ethics Recommendations:

a. Provide adequate physical protection for devices for
deleting data remotely in the event that a device is lost or stolen

b. Require the use of strong passwords
c. Purge data from devices before they are replaced
d. Install appropriate safeguards against malware or spyware
e. Ensure frequent backups of data
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f. Update computer operating systems to ensure they contain
the latest security protections

g. Configure software and network settings to minimize risk
h. Encrypt sensitive information and identify metadata from

electronic documents before transmission
i. Avoid “wifi hotspots” in public places when transmitting

confidential information

E. Attorneys Duties to Clients Regarding E-Discovery
[Material provided by Gordon D. Cruse, Esq.1]

1. Attorney has affirmative duty to explain discovery obligations to
client, (see, Metro Opera Ass’n v. Local 100, Hotel Employees & Restaurant Employees Int’l
Union (SDNY 2003) 212 FRD 178,222)

2. Duty of Preservation of ESI Runs First to Counsel

3. Duty to Advise Client of the Type of Information Potentially
Relevant to the Suit and the Advise of the necessity Preventing its Destruction, (see, Green v.
McClendon (SDNY 2009) 262 FRD 284)

4. Counsel Must Inform Itself About the Evidence in its Client’s
Possession and Adequately Counsel the Client Regarding the Kind of Records that are
Responsive, (see, Tarlton v. Cumberland County Corr Fac (DNJ 2000) 192 FRD 165, 170)

5. Attorney has Duty to be Actively Involved in or Monitor
E-Discovery Collections (see, Zubulake v. UBS Warberg LLC (SDNY 2004) 229 FRD 435)

6. Attorney must have Reasonable Understanding of Client’s ESI and
Computer Systems. (Tarlton)

7. Attorneys have Duty to Assist and Monitor Litigation Holds (see,
Zubulake)

8. Attorney has Duty to Conduct Reasonable Investigation of
Foundation for Electronic Discovery Responses & Representations, (See, 1100 West LLC v. Red
Spot Paint (SD Ind 2009)  2009 US Dist Lexis 47439) 
 

9. Attorney Bears Responsibility for Client Misconduct Known or
Assisted by Counsel, (See, Qualcomm v. Broadcom 548 F.3d 1004 (2008)  
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10. Attorneys Must Meet and Confer in Good Faith on E-Discovery
Issues, (see FRCP 26); California Rule of Court 3.724.  

11. Negligence or Lack of Basic Knowledge Regarding E-discovery
Requirements Constitutes Incompetence. (see, Zubulake)

III. CIVIL CODE SECTION 1798.82(b): A PERSON OR BUSINESS THAT
SUFFERS A DATA BREACH MUST NOTIFY OWNERS OF THE DATA IMMEDIATELY
FOLLOWING DISCOVERY OF THE UNAUTHORIZED ACCESS. [Copy of Statute Attached
as Exhibit 4]

IV. CYBER SECURITY RISKS AND REQUIREMENTS

A. 2016 ABA Legal Technology Survey Report [Available at:
https://www.americanbar.org/publications/techreport/2016/security.html]

1. Between 2% and 3% of overall firms that experienced a breach
reported it led to unauthorized access to sensitive client data

2. Presence of Security Incident Response Policy:
a. There are no respondents in firms of 500+ reporting none
b. 2% of firms with 100-499 attorneys have none
c. 4% of firms with 50-99 have none
d. 5% with 10-49 have none
e. 25% in firms with 2-9
f. 41% of responding solos have none

3. “[Hackers] see attorneys as a backdoor to the valuable data of their
corporate clients,” - FBI Cyber Division

B. California Data Breach Report, California Department of Justice, February
2016 . [Selected Excerpt Attached Hereto as Exhibit 5]

V. NEW E-FILING IN LOS ANGELES SUPERIOR COURT

A. Judge Lewis has announced that the Family Law Department of the Los
Angeles Superior Court will start E-Filing in September, 2017. Counsel will need to use
approved electronic service providers. In this regard, several questions need to be addressed and
clarified:
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1. For confidential Court files and filing, such as paternity actions,
what safeguards will be required to protect electronic transmission of such confidential
documents?

2. If documents are ordered to be filed under seal, pursuant to
California Rule of Court, Rules 2.550 and 2.551, what safeguards will be implemented to protect
the confidentially of such electronic filings.

3. What Cyber security safeguards will the electronic service
providers (vendors) be required to have in place?

4. Can the filing of documents be encrypted for security?

5. What is the procedure for conforming copies or proving that they
were timely filed?

RESOURCES AND COMMENTS

A. Seminal Case Re Admissibility of Electronically Stored Information (Lorraine v.
Markel American Insurance Company 241 F.R.D. 534 (2007).

B. Vasquez v. California School of Culinary Arts, Inc. (2014) 230 Cal.App.4th 35
[interpretation and application of Code of Civil Procedure section 1985.8 and
Federal case law decisions regarding subpoenas, production of electronically
stored information (ESI), and requirements for complying with a subpoena
seeking ESI].

C. In re Marriage of Evilsizor & Sweeney, (2015) 237 Cal.App.4th 1416.
[Husband downloaded wife’s cell phone content, filed some downloaded text
messages with the Court and disseminated them to third parties.  Trial Court
prohibited husband from distributing the information without permission of the
Court.  Affirmed on appeal.  No prior restraint of husband’s free speech, and
husband’s conduct held “abuse” under the DVPA].

EXHIBITS

1. State Bar Formal Opinion 2015-193: What are an attorney’s ethical duties in the
handling of discovery of electronically stored information? 
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1. Gordon D. Cruse is the Co-Chair of the AAML’s Practice & Technology Committee. Mr. Cruse is a graduate of
the Georgetown Advanced ESI Institute. Gordon is a nationally recognized E-Discovery expert, consulting and
teaching throughout the country.

2. State Bar Formal Opinion 2010-179: Does an attorney violate the duties of
confidentiality and competence he or she owes to a client by using technology to
transmit or store confidential client information when the technology may be
susceptible to unauthorized access by third parties? 

3. Electronic Ethics: Lawyers’ Ethical Obligations in a Cyber Practice, Georgetown
Journal of Legal Ethics, 29 GEO.J Legal Ethics 1237 (Fall, 2016).

4. Civil Code Section 1798.82(b)

5. California Data Breach Report, California Department of Justice, February 2016 

FOOTNOTES
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